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ABSTRACT

Theissueofsecurityisveryimportantinanygivensocietyasitenablepeopletoliveandgoabouttheir
businesseswitheasewithoutanyfearofattack.Withoutsecuritypeople’slivesandpropertiesatrisk.Asthe
worldischangingintermsoftechnologicaladvancement,thereexistmodernfacilitieswhichcanhelpsecurity
agenciestoreducethevarioussecuritythreatsfacingourcountrypresently.Therefore,thispaperseeksto
emphasizeontheneedofdigitalimageprocessingsystemthroughtheuseofclosedcircuittelevision(CCTV)to
tackle these securitythreatswhichrangesfrom commontheft.,arm robbery,Boko Haram,banditry,
insurgencyandkidnappingwhichisturningintoadailyaffairinmostpartofthecountry.Thepaperlooksatthe
usageofthisdigitalprocessingsysteminsomepartsoftheworldandhowithashelpedtoreducecrimeratein
thosecountriesandthereforeseetheneedtouseitinNigeria.Therefore,withthecontinuoussecurity
threatslistedabove,itisthereforenecessaryforgovernmenttoembracetheideaofdigitalimageprocessing
asthesecamerasmountedinstrategiclocationswouldbeabletomonitorandrecordeveryactivitiesgoingon
inthoseareas,therebyhelpinginnosmallmeasuretoreducethelevelofsecurityattacksandothercrimesin
thecountrybecausewithoutsecurity,Nigeriacannotachieveanymeaningfulsustainabledevelopment.
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1. INTRODUCTION

Securitythreatisaseriousissuebeingfacedallovertheworldbothbydevelopedanddevelopingcountries.In
thelastfewyearsNigeriahasbeenbesiegedwithvarioussecuritythreatswhichhasledtomanyliveslostand
propertiesworthmillionsofNairadestroyedandalsocausingmanytobecomerefugeesintheirowncountry
astheirhomesarenolongersafe.Availabledatahasshownthatthesesecuritythreatswhichhasincreased
overtimeishinderingbusinessactivitiesanddiscouragesbothlocalandforeigninvestors,therebystiflingand
retardingthesocio-economicdevelopmentofthecountry(Olabinji.O&Ese.U,2014).

Nigeriahasoneofthehighestterrorismthreatlevelintheworldandhasthesecondhighestnumberofdeaths
fromterroristattackafterAfghanistan(Statistica,2021).Thespateoftheseattacksissoalarmingasboth
privateandgovernmentinstitutionshasbeentargetedforattack,especiallythesecurityagenciesofwhich
thearmyandpolicehasbeengreatlyaffectedwithmanypersonnellivesandequipmentlostThistherefore
demandsforimmediateactionbythegovernmenttodomoreinordertocounterthisattacksbyputtingin
adequatesecuritymeasuresthatwillhelpthesecurityagenciestodotheirworkwithease.Therefore,the
needformodernsecurityequipmentwouldbetherightstepintherightdirection,throughtheuseofdigital
imageprocessingsystemliketheClosedCircuitTelevision(CCTV)totacklethisproblem.Althoughitisonrecord
thattheNigeriangovernmenthadawardedacontractof$470min2010(TheGuardian,2016)fortheinstallation
ofCCTVinthecountry’scapital–AbujaandLagosbutthisprojecthadbeenabandoned.Butwiththerecent
securitythreatsinthecountrythereisneedtorevivethisprojectinordertosafeguardlivesandproperties.
TheinstallationsofCCTVinmajorcitieswillhelpformonitoring,easydetectionandapprehensionofsuspects.
Doingthiswillhelpreducetheincidenceofinsecuritychallengestothebarestminimum.

2. DIGITALIMAGEPROCESSING

DigitalImageProcessingistheanalysisandmanipulationofdigitalimagesbymeansofadigitalcomputerin
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ordertoitsimprovequality.Itisasubfieldofsignalandsystemswhichfocusesmostlyon
images.Itfocusesondevelopingacomputersystemthatisabletoperformprocessingonanimage.Itconsists
ofdiscretepictureelementscalledpixels,witheachpicturelyinginaparticularroworcolumn.Eachpixelhas
adigitalnumber(DN)wheretheDNrepresentstheaverageradianceforagivenband.

2.1MOTIVATIONBEHINDDIGITALIMAGEPROCESSING

i. Improvementofpictorialinformationforhumaninterpretation.

ii. Processingofimagedataforstorage,transmissionandrepresentationforautonomousmachine
perception.

3.0 DEFINITIONOFTERMS

a. Image:Thisistheprojectionofa3Dsceneona2Dplane.Itisa2dimensionalfunction,f(x,y)wherex
andyarespatialcoordinatesandfatanypairofcoordinateiscalledtheintensityorgraylevelof
thatimageatthatpoint.

b. Digitalimage:Adigitalimageisanimagethatiscomposedofafinitenumberofelementscalledpixels,
eachofwhichhasaparticularlocationandvalue.Whenx,yandfareallfinitediscretequantities,the
imageiscalledadigitalimage.

Fig.1:KeyStepsinDigitalImageProcessing

I. ImageAcquisition:Thisisthecapturingofimagebyasensore.g.cameraanddigitalizingit,Ifthe

outputofthesensororcameraisnotindigitalform,usinganaloguetodigitalconverter.

II. ImageEnhancement:Thisistheprocessofmanipulatinganimageinordertohavearesultwhichis

moresuitablethantheoriginalforspecificapplication.Enhancementbringsoutthehiddendetails

ofanimageandalsohighlightcertainfeatures.

III. ImageRestoration:Itistheprocessofimprovingtheappearanceofanimage.Thisinclude

mathematicalorprobabilisticmodelsofimagedegradationinsteadofhumansubjective

preferencesasusedinenhancement.E.g.photographtakeninspacewhichwillrequirecertain

procedurestoimprovetheappearanceoftheimage.

IV. MorphologicalProcessing:Thisdealswithtoolsusedforextractingimagecomponentsthatare

usefulintherepresentationanddescriptionofshape.E.g.fingerprintrecognition.
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V. ImageSegmentation:Thisistheprocessofpartitioninganimageintoits

constituentparts.Themoreaccuratethesegmentation,themorelikelytherecognitionisto

succeed.

VI. ImageRecognition:Thisistheprocessofassigningalabeltoanobjectbasedontheinformation

providedbythedescriptionforeasyidentification.

VII. RepresentationandDescription:Representationispartofthesolutionoftransformingaraw

dataintoaformthatcanbeprocessedbyacomputer.Representationareoftwotypes-

boundaryandregionalrepresentation.Itdependsonthepartorportionoftheimagethatistobe

emphasizeonorrepresented.Descriptionisalsocalledfeatureselectionanditdealswith

extractingattributesthatresultsinsomeinformationofinterest.

VIII. ImageCompression:Itincludestechniquesusedinreducingthestoragerequiredtosaveanimage

orthebandwidthrequiredtotransmitit.

IX. ColourImageProcessing:Thisistheprocessofusingthecolouroftheimagetoextractfeatures

thatareofinterestintheimage.

4.0SECURITYCHALLENGESINNIGERIA

I. BokoHaram:Thismilitantgroupwhichstarted2009intheNorth-EastofNigeriahaskilledtensof

thousandsanddisplacedmillionsofpeople.Accordingtoreports,about2.5millionpeoplehavefledtheir

homesforsafetyandasat2018,7.7millionpeopleareinneedofhumanitarianaidmakingitoneofthe

worsthumanitariancrisisintheworld(Njoku,2019).Eventhoughthegovernmenthastriedtoreducethe

rateofdeathcausedbyBokoharambutthecrisisstillragesonastherestillexistsignificantattacks

bothoncivilianandmilitarytargets,especiallytheattackontheNigerianDefenceAcademywheretwo

officerswerekilledandonekidnappedonTuesday,24August,2021(voanews,2021).Ifthesecurity

architectureoftheNigerianDefenceAcademycanbesoeasilybreached,thenthegovernmentneedto

braceupinordertotacklethishydraheadedmonsterbeforeitconsumesthewholecountry.States

mostlyaffectedbyBokoHaraminclude;Borno,Zamfara,Kaduna,Adamawa,Benue,YobeandPlateau.

Table1.StatesmostlyaffectedbyBokoHaram’sattacksfrom2011-2021

STATE DEATHTOLL

Borno 34,181

Zamfara 4,793

Kaduna 4,619

Adamawa 4,071

Benue 3,583

Yobe 3,069

Plateau 3,017

Source:Statistica.com(2021).
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II.KidnappingandBanditry:ThisisanotherthreatcommonnowinNigeria,aspeopleare

abductedfromtheirhomeoroffices.Evenpassengerstravellingontheroadsandschoolchildrenarenot

spared.Morethanathousandstudentsandprominentindividualshavebeenabductedacrossthe

country,andsomewhoareluckyhavebeenreleasedafterhugeransomhasbeenpaidwhileothershave

beenkilledevenwhenransomhasbeenpaid.Someofthiskidnappersarecommonlyreferredtoas

banditsweretheyraidvillages,burningdownhousesandkidnappingthevillagers(AliyuTanko).Theseset

ofcriminalsoperatemostlyintheNorthernpartofthecountrywithZamfarastatetheworsthitwith

3000peoplekilledin2012.Witheverypassingday,thekidnappingindustryisboomingandslowlyexpanding

intootherpartsofthecountrywithanaverageof13peoplekidnappeddailywithinthefirsthalfof2021

totaling2,371kidnappedvictimsandwithatotalof$19.96million(N10billion)paidasransom(Vanguard

Newspaper,2021).ThechartinFig.2showsthenumberofkidnappedvictimswithinthemonthofJanuaryto

June,2021withthehighestrecordofvictimsbeingFebruary(665)closelyfollowedbyMarchandtheleast

beingJune(277).

Fig.2:Noofvictimskidnappedin1sthalfof2021

Source:VanguardNewspaper

Furtherstatisticsshowsthenumberofkidnappedvictimsabductedaswellasthosekilledineachstates

inthecountry.

Table2:Numberofvictimskilled/kidnappedacrossthecountryin2021

STATES NoofVictims

Kidnapped

NoofVictimsKilled

Niger 643 58

Zamfara 519 22

Kaduna 360 41

Katsina 236 N/A
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Kebbi 81 N/A

Oyo 61 N/A

Delta 51 N/A

Abuja 50 N/A

Taraba 46 N/A

Nasarawa 44 N/A

Kogi 31 N/A

Ogun 26 N/A

Imo 25 N/A

Osun 23 N/A

Edo 18 N/A

Ondo 17 N/A

Enugu 15 N/A

Anambra 14 N/A

Ekiti 14 N/A

Rivers 14 N/A

Sokoto 10 N/A

Kwara 10 N/A

Plateau 10 N/A

Bayelsa 7 N/A

Lagos 6 N/A

Abia 6 N/A

Benue 6 N/A
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Ebonyi 5 N/A

Yobe 4 N/A

CrossRiver 4 N/A

Kano 3 N/A

Bauchi 3 N/A

Adamawa 2 N/A

Jigawa 2 N/A

AkwaIbom 2 N/A

Borno 1 N/A

Gombe 1 N/A

Total 2371

Source:VanguardNewspaper

III. Farmers-HerdersClashes:Thisisaproblem thatwilltaketimetogoawayespeciallyduetoclimate

change,astheherdersareconstantlymovinginsearchofwaterandpasturetofeedtheiranimalsandin

mostcasesmanyfarmlandshavebeendestroyedleadingtoviolentclashesbetweenthefarmersandthe

herders,withmostoftheclashesleadingtodeath.In2016alone3,600peoplelosttheirliveswithafurther

2,000deathsin2018(AmnestyInternational,2018)Thisproblem hasgeneratedastandoffbetweenthe

Federalgovernmentandmajorityofthestatesinthesouthernpartofthecountryhastheyhavepassed

billsprohibitingopengrazingwithintheirlocalityinordertostopthisactofviolence(Vanguard

Newspper,2021).

IV. Secessionism/Unknowngunmen:Thisisanothersecuritythreatmostlytakingplaceinsoutheastern

Nigeria.TheagitationforindependencebytheSouth-eastpeopleinNigeriahasledtoacollisioncourse

betweensomeseparatistgroupsandthemilitary,withthisgivingbirthtoafacelessgroupcalled

“Unknowngunmen”withtheirmaintargetbeingsecuritystructuresandgovernmentofficesintheregion,

withtheattackonpolicestationsragingonalmostonadailybasisasreportedinvariousmediahousesin

thecountry.Evensomeprivatebusinessesandindividualshasnotbeenspared

5.0CONCEPTOFCCTV

Closed-circuittelevisionisavideosystemthatconsistofvideocamerasthatarestrategicallyplacedaround

andareaforthepurposeofrecordingandmonitoringactivitieswithinthatareausinglimitednumberof

surveillancemonitors.TheCCTVsystemcomprisesofcamera,wires,videostoragedevice(cloudordigital

videorecorder)andmonitors.Theyareoftwotypeswiredorwireless.

Although,almostallvideocamerascanbeusedasCCTVcamerasbutthosemostlyusedmusthavehigh
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definitionforaccuracyinmonitoringanyactivitytakingplacewithinthatarea.CCTVsystems

comesinvariousshapesandsizesandcomplexitydependingontheirpurposeandthedefinedsecurity

operationalrequirements.There had been significantadvancementin both hardware and software

technologyinthisfieldwiththecapabilityoffacialrecognitionbeingastandardintheindustry.Eveninthe

caseofoffenderstryingtocovertheirfaces,modernCCTV,havethecapabilitytodevelopedalgorithmsthat

canstilldetectpeople’sfaces.However,thebasicpurposeofanyCCTVsystemistoobserveaparticular

areaandtheactivitiesthatisgoingoninsucharea.Theseobservationsmaybeovertorcovert.

I.Covert–Thismeansthatthecameraishidden.

II.Discreet–Thecameramaybeknowntosomepeople,butitsappearancewillnotautomaticallysuggestits

purpose.

III.Overt-theappearanceofthecamerawillbedesignedtoclearlyindicateitsfunctionand

attractadeterrenteffect.(Ogunleyeetal,2011).

Fig3:CCTVconnectionDiagram

CCTVasaCrimePreventionTool

Forcrimeprevention,overtCCTVsystemsareusuallymoresuitablewhereasdiscreetorcovertsystemsare

moreappropriateforcrimedetectionandprosecution(Ogunleyeetal,2011).

ManystudieshaveshownthatCCTVinstallationhashelpedtoreducecrimerateinsomecountriesaroundthe

globe;SouthKorea(47%),Medlin,Colombia(23.5%).(saferspaces,n.d)andaswellassistedthepolicein

apprehendingthoseinvolvedincriminalact.ReportbytheLondonBoroughofHackney(2016)showsthatwithin

a12-yearperiod,theCCTVhashelpedthepoliceauthoritytomake27,000arrest.AlsoinScottishtownitwas

foundoutthatafter2yearsofCCTVinstallationtheproportionofcrimesolvedbypoliceincreasedfrom50to

58%’
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ThispaperseekstoevaluatetheroleofCCTVasacrimepreventionreductionmechanism

usingsomefewcountriesaroundtheworldandthereforeseetheneedofitbeenusedtotacklethecurrent

securityissuesinthecountry.UsingareportbyMatthew&Ashby(2017)oftheBritishTransportPoliceasa

comparativecasestudy,informationavailablefora5-yearperiod(2011-2015)showedthatoutofatotalof111,

608offences,CCTVwasclassifiedasbeenusefulin72,390investigationsi.e.29.4%recordedcrimesand64.9%

ofcrimesforwhichCCTVwasavailable.AreportbyDavidandJefferyontheeffectivenessofCCTVintwo

townsintheUnitedStates–PeterCooperVillageandStuyvesantTownwhichwasobtainedfromthepublic

safetyrecordsmanagementsystemoperatedbyPCV/STmanagementandtheCompsatprogramoperatedby

theNewYorkPoliceDepartment(NYPD)wasalsoused.

Table4;MeanMonthlyCrimeCountsBeforeandAfterCCTV

PCV ST

Before* After** Before After

Murder 0 0 0.08 0.04

Rape 0 0 0.06 0

Fel.assault 0 0 0 0

Robbery 0.06 0.13 1.75 1.08

Burglary 0.08 0.08 0.33 0.46

Larceny 0.72 0.21 5.69 4.42

Autotheft 0 0.04 0.11 0.08

Assault 0 0.08 0.72 1.08

Harassment 0.36 0.33 1.44 1.46

Trespass 0.08 0.38 0.61 0.67

Vandalism 0.75 0.58 4.36 2.75

Allcrimes 2.06 1.83 15.17 12.04

Source;David&Jeffery

Notes;PCV=PeterCooperVillage

ST=StuyvesantTown

*36monthsofobservation

**24monthsofobservation

Fel=felonious

CCTV=closed-circuittelevision

CONCLUSION

WithNigeriabeingcurrentlyranked17thlesspeacefulstateintheworldwitha2.7indexaccordingtoGlobal

PeaceIndexandthirdonthemostterroristcountryrankingintheworldnexttoIraqandAfghanistanwithan
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indexingof8.31accordingtoGlobalTerrorism Index,itisthereforehightimethatthe

governmenttoworktowardscombatingthevarioussecuritychallengesbeingfacedalloverthecountry.

ItisthereforeimperativeforgovernmenttoembracetheideaofdigitalprocessingthroughtheuseofCCTV

whichwillgoalongwayinpreventing,reducingaswellasidentificationofsuspects.Itwillalsohelpthesecurity

agenciesinapprehendingtheactualculpritsandalsointheareaofquickdispensationofjustice.Fromthe

statisticsshownabovethereshouldbenotoomuchdoubtinthefunctionalityandeffectivenessofCCTVin

handlingevenseriouscrimesaroundthecountry.ArecentsuccessintheuseofCCTVisontheidentification

offoursuspectsofthe“7JulyLondonbombings”2005.CCTVfootagesfromthesceneoftheincidentmadeit

possibleforScotlandYardCounterTerrorismCommandtoidentifytheculpritsafter5years(bbc,n.d).
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